Privacy Policy

Our Commitment To Your Privacy
Air China Limited (hereinafter referred to as “Air China”) understands that your privacy is important and therefore we will only
use the personal information collected through your use of this web site for the purposes set out in this Privacy Policy.

Introduction
This Privacy Policy explains Air China’s policies in relation to the handling of personal information that is collected on this web
site.

Our Privacy Policy covers the following areas:

e Information We Collect And How We Collect It
e Aggregate Information

e Information Protection on Minors

e How Your Information Will Be Used

e  Retention of your personal data

e  Where We Transfer and Store Your Data
e Links To Other Sites

e  Cookies And Web Beacons

e APl (Advanced Passenger Information)

. Data Security

e  Your Rights

e Contact Us

e  Privacy Policy Modifications

Information We Collect And How We Collect It

In order to facilitate your travel, and to provide you with information about us, we collect and maintain personal information
about you. We collect personal information about you from:

e  You, when you voluntarily provide us with information

e  Your browser, when you visit our web site and your browser interacts with us

e Your transactions with the Air China web site

e Air China travel partner web sites (for example, hotel partners, car rental partners and tour company partners), in
connection with meeting your needs.

The personal information we collect about you through these various sources may include:

e Name, addresses and telephone numbers

e  Email addresses and fax numbers

e PhoenixMiles frequent flyer program account number and flight information

e  Online forms of payment like credit card number(s), including associated billing address(es) and expiration date(s)

e Information necessary to facilitate travel and related services, including travel companion(s) names, emergency
contacts, special service needs

e  Passport number, nationality and country of residence

e  Transactional and online activity data pertaining to mileage activity with airline companies participating in the
PhoenixMiles frequent flyer program



e  Use of products and services such as self-service devices, and on-line tools available on this web site, such as flight
status notification and web check-in

e  Personal information provided via survey, focus group or other marketing research efforts

e  Personal information provided to customer-service representatives to research and resolve issues or questions

e  Corporate-contract, employer and/or other corporate affiliation (i.e. employer name, title, address and contact
information)

Aggregate information

When you use our site, we may collect tracking information such as your browser type, the type of operating system you use,
the name of your Internet service provider, and pages visited on our site. Air China obtains this information by using
technologies, including cookies and web beacons, to increase the functionality and user-friendliness of our site and to better
tailor our site, products, and services to our visitors’ needs. We also use this information to verify that visitors meet the criteria
required to process their requests and for reporting onsite activity in the aggregate. For further information on cookies and
web beacons, and how you may elect to reject them, please refer to the section "Cookies and Web Beacons" below. These
processing activities rely on the consent you give to the use of cookies and similar technologies when accessing our website.

Information Protection of Minors

Minors (under age 18) are not permitted to use this web site. As we cannot distinguish the age of persons who access our web
site, a blanket privacy policy is applied. If a child has provided us with personal information without parental or guardian
consent, the parent or guardian should email us at customer_relations@airchina.com to remove the information or
unsubscribe from any promotional contact opportunities. Air China does not intend to or seek to receive information from
minors.

How Your Information Will Be Used

Air China uses personally identifiable information to complete transactions and fulfill requests for our services. Air China
requires you to provide personal information when making a reservation to purchase airline tickets or ancillary travel products
and services on this web site, or enrolling in the PhoenixMiles program. These processing activities rely on the compliance of a
contract entered into you and Air China. In addition to processing, confirming and fulfilling the travel or other services you
request, Air China may use these data for administrative and analytical purposes such as accounting, billing and audits,
marketing, credit card processing and verification, customer-relations correspondence, and/or operation of the PhoenixMiles
program. These processing activities rely on Air China's duty to comply with its legal obligations, as well as on its legitimate
interest in appropriately managing its business.

Air China does not sell any customer information or share your email address with third parties except in compliance with this
Privacy Policy. We will require all such third parties to give adequate protection to your personal information and to process
data according to our requirements. We may disclose or share your information to or with, among others, the following
organizations:

1. Air China's subsidiaries, e.g. Shenzhen Airlines Co., Ltd., Dalian Airlines Co. Ltd, Air China Inner Mongolia Co., Ltd., Air
Macau Company Limited, etc. Such disclosure or sharing of information relies on Air China's compliance with its legal
obligations and its legitimate interests in appropriately managing its business.

2. IT service providers, social network providers, marketing agencies, credit card companies and other organizations
providing business services to Air China. We only share data with these third parties to the extent necessary during
our performance of the contract entered into with you.

3. Companies affiliated with Air China and/or unaffiliated third parties, e.g. air carriers, land transportation operators,
frequent flyer program operators and other companies involved in provision of customer services or fulfillment of
customers' requirements. This disclosure of personal data to such third parties is to meet your needs for products and
services and relies on the performance of the contract entered into by you and Air China.

4.  Any competent enforcement, regulatory or government authorities, courts or other third parties, to the extent that
we deem it necessary (i) according to applicable laws or regulations, (ii) to exercise, establish or protect our legitimate



rights, (iii) to protect the vital interests of you or any other persons, or (iv) to ensure in-flight order and security. Such
information processing activities rely on Air China's compliance with its legal obligations.
5. Other entities subject to your consent.

If we sell a business unit to another company and your personal data is used by that business unit then your data may be
transferred to the buyer along with the business for them to use in the same way. We will not transfer the data if this is
contrary to applicable law. Such processing activity relies on Air China's legitimate interest in being able to transfer its
businesses.

If you are a new customer, where we permit certain third parties to use your data, we (or they) will contact you by e-mail only if
you have consented to this. We (or they) will contact you for the purposes of informing you about our (their) company news,
products and services. Please indicate your consent to being contacted by e-mail by ticking the relevant box situated on the
form on which we collect your data.

If you are an existing Air China customer, we will only contact you by e-mail with materials about products or services similar to
those which have been previously provided to you (unless you consent to receiving e-mails about other products or services by
ticking the relevant box situated on the form when we collect your data) unless you object or have objected to it.

If you have explicitly consented through our web site, we will, from time to time, use your data to deliver by e-mail materials
about selected third parties, including Air China ancillary travel and promotion partners, which may be of interest to you.

You have the right to ask us not to process your data for marketing purposes. You can exercise your right to prevent such
processing by informing us through the opt-out boxes on the forms we use to collect your data or at any time after this by e-
mailing at customer_relations@airchina.com.

Where Air China wishes to obtain your consent for any of the aforementioned purposes, please indicate you consent to it as
described in this section “How Your Information Will Be Used” by ticking the relevant box(es) situated on the form on which we
collect your data.

Retention of your personal data
We will not store your personal data beyond the period necessary for the purposes for which it was collected for and will
only store the same for as long as it is necessary in accordance with our data retention policy.

Where We Transfer and Store Your Data

The personal data that we collect from you may be transferred to, and stored at, a destination outside your country. We will
always take steps to ensure that your personal data is used by third parties in accordance with this Privacy Policy and that your
personal data is kept secure at all times. In particular, in relation to any transfer to and storage at a country that is not subject
to an adequacy decision by the EU Commission, such transfer will be appropriately protected through the following
mechanisms: EU Commission approved standard contractual clauses, an appropriate Privacy Shield certification or Binding
Corporate Rules.

Your data may also be processed by staff operating outside your country who work for companies within the Air China or for
one of our third party suppliers. These staff may be engaged in, among other things, the fulfiiment of your booking, the
processing of your payment details and the provision of support services. The purposes of the processing of your data are as
set out in the first paragraph of “How Your Information Will Be Used”. Those processing the data include service providers
working with Air China providing internet booking engine services, computer reservation system services, online payment
management services, and email services. Air China will take all necessary and reasonable measures to ensure your data is
processed in a safe manner in compliance with this Privacy Policy.

Links To Other Sites

Air China uses links to other Internet sites to improve your experience of our web site. We will always seek to make these links
clear by opening them in a new window of your web browser. However, please be aware that these web sites may be owned
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and run by other companies and organizations. Air China does not endorse any such web sites and we are not responsible for
the information, material, products or services contained on or accessible through those web sites. Your access and use of such
web sites remains solely at your own risk. We cannot accept responsibility for any information you divulge to a linked web site.

Please note that the Air China Privacy Policy does not cover these other web sites, and Air China would recommend that you
review the privacy notices that apply to these web sites before you use them.

Cookies And Web Beacons

A cookie is a text-only string of information that a web site transfers to the cookie file of the browser on your computer's hard
disk so that the web site can remember who you are. Cookies will typically contain the name of the domain from which the
cookie has come, the "lifetime" of the cookie, and a value, usually a randomly generated unique number. Two types of cookies
are used on this web site - session cookies, which are temporary cookies that remain in the cookie file of your browser until you
leave the site, and persistent cookies, which remain in the cookie file of your browser for much longer (though how long will
depend on the lifetime of the specific cookie). Most browsers have options that allow the visitor to control whether the
browser will accept cookies, reject cookies, or notify the visitor each time a cookie is sent. You may elect to reject cookies by
adjusting your browser's settings, but doing so will limit the range of features available to the visitor on our site and most other
major web sites that use cookies. To find out more information about cookies, please visit www.allaboutcookies.org.

Web beacons are used in conjunction with cookies to record the simple actions of the user opening the page that contains the
beacon. When a user's browser requests information from a web site in this way certain simple information can also be
gathered, such as: the IP address of your computer; time the material was viewed; the type of browser that retrieved the image;
and the existence of cookies previously set by that server. This is information that is available to any web server you visit. Web
beacons do not give any "extra" information away. They are simply a convenient way of gathering the simplest of statistics and
managing cookies. Web beacons may be disabled [in the same way as you disable cookies.]

API (Advance Passenger Information)

A growing number of destination countries oblige the airlines that fly to them to transmit passenger data before an aircraft
lands in one of them. Usually, these legal regulations encompass the transmission of data on the passengers' identity and travel
documents (passport, visa).

As a rule, an airline does not have these data, so it must collect them shortly before an aircraft departs, which increasingly is
being done by means of the so-called 'machine-readable zone' in the new travel documents. If we are requested to transmit
your passenger data to foreign authorities other than the United States or Canada, we will obtain your consent before doing so.

This processing activity relies on Air China's duty to comply with its legal obligations, and the potential transfer of personal data
outside the EEA is necessary for the performance of the contract entered into by you and Air China or by a third party and Air
China on your interest.

Collection of the data is done solely for immediate transmission to the authorities of the destination country.

Data Security

Air China takes your data security very seriously. In addition to complying with all applicable data security regulations, to ensure
the highest possible security for the transmission of your data between your web browser and our internet system we use the
Secure Socket Layer (SSL) encrypting technology. SSL is an industry standard way to send personal information over the Internet.
It enables an encrypted communication respectively transfer of documents via the internet between web browser and web
server. The URL of a web site with SSL connection to your browser starts with https://. SSL is fast, secure, and it ensures that
your personal information will not be read by anyone else.

Your rights

You have certain rights under applicable laws with respect to your personal data:



You have the right to ask us for a copy of your personal data; to correct, delete or restrict (stop any active) processing of your
personal data; and to obtain the personal data you provide to us for a contract or with your consent in a structured, machine
readable format, and to ask us to share (port) this data to another controller.

In addition, you can object to the processing of your personal data in some circumstances (in particular, where we don’t have to
process the data to meet a contractual or other legal requirement, or where we are using the data for direct marketing).

These rights may be limited, for example if fulfilling your request would reveal personal data about another person, or if you
ask us to delete information which we are required by law to keep or have compelling legitimate interests in keeping.

To exercise any of these rights, you can get in touch with us by sending an email to customer_relations@airchina.com. If you
have unresolved concerns, you have the right to complain to an EU data protection authority where you live, work or where
you believe a breach may have occurred.

Wherever we rely on your consent, you will always be able to withdraw that consent, although we may have other legal
grounds for processing your data for other purposes, such as those set out above. In some cases, we are able to send you direct
marketing without your consent, where we rely on our legitimate interests. You have an absolute right to opt-out of direct
marketing, or profiling we carry out for direct marketing, at any time. You can do this by following the instructions in the
communication where this is an electronic message, or by contacting us using the details set out below.

Contact Us

If you wish to know more about any matters in this Privacy Policy or wish to exercise your rights in relation to your personal
information, make enquires or lodge a complaint, or opt out of direct marketing, or if you have any question on our processing
of your personal information, please contact us according to the following contact details. If you have any unresolved concerns,
you have a right to lodge a complaint to local regulatory authority where you live, work or where you believe a breach may
have occurred.

Data Protection Officer

E-mail: customer_relations@airchina.com

Address: Room 4004, F4, 16 Tianzhu Xi Road, Airport Economic Development Zone, Tianzhu, Shunyi District, Beijing, China, Post
Code: 101312

EU Representative
Email: customer_relations@airchina.com
Address: Duesseldorfer Str. 4, D-60329 Frankfurt/Main Germany

Privacy Policy Modification

Air China reserves the right to amend this Privacy Policy from time to time and the updated versions will be posted on our web
site and date stamped so that you are aware of when the Privacy Policy was last updated. We will seek to highlight major
changes to amended policies when we post them. You should review our Privacy Policy from time to time as you use our web
site so that you remain aware of these changes.

This Privacy Policy was last updated on 24 May, 2018.



